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Patrik Burkhalter

I'm at Empa since 10 years. | had various different jobs:
» | built up the old HPC cluster of Empa using PBS torque and Lustre
» Then | was focusing mainly on IT systems based on Linux
> After that | built up an Empa Linux client (based on Ubuntu)

» Now I'm focusing mostly on architecture and design of new systems based on
‘new’ technologies



Topic and reason of my presentation

Daniele Passerone forced me to have a speech :-)

But to be more serious:
» We implemented infrastructure as code in some parts at Empa IT
» We are using Ansible for that

» I'll give a short introduction about Ansible



Overview

The situation at Empa is currently that:
» Empa has plenty of Linux servers
We also deliver a Linux Client (Ubuntu)
To configure those systems we are using Ansible

>
>
» Ansible is a provisioning, configuration and deployment software
» It enables us to implement Infrastructure as Code (laC)

>

We use Gitlab pipelines and docker to automate our work



Ansible configuration

Ansible is configured using Yaml files
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Ansible file structure

This is our Ansible structure:

Host vars Group Vars

|

Hosts = Host Groups

SSH Trust

L Roles —pla Ybook = Ansible. _t > web |

The mle, is where the ewg?neerinﬂ mantV happens/



Ansible role

An Ansible Role defines what to do exactly

wanin.ym|
o instaall__ngincml

rame:

Tt : Install ngin:

- name: 1 nginx
include: install_nginx.yml

anme nfigure nginx

include

Note: c
We do not have to define how a me: Install ngin configuration
package is installed.

tenplate

nginx/nginx. conf
c conf

We can instead use the Ansible module
“apt’ to install packages via agt.

The most interesting wodule is
Pr‘obably “templo\te‘. This module.
tokes a (ocal) file, fills in values
and places it on the remote server




sible tasks and modules

Ansible uses modules which are implementing the functionality. Those modules are
executed in an Ansible task.

An Ansible role can have a lot of tasks
and each task is using & module.

Ansible Role Ansible Task | <=<—— Ansible core wodule

1

dnsible Task | |  Ansible communty module

Angible Task <—

Ansible core module

Plen‘tt/ of Av\s‘nble W\OduleS avodlol:le.
As o last resort, there is the wodule “command or cwmdl’



ldempotence

A change is only done when needed

Nicg, but why are we using especially Ansible?

* A wain point of using Ansible is; that Ansible checks the state on o Target before it is o(oiug omt/tking/
* We can run Ansible over and over on the some target without changing anything when everything is alreow(y ok.
* This gets relevant when you just want to know it anything has changed on the system
* Infrastructure as code (goes to gitlab)
+ Multiuse of roles

run
yes no
———— | Weuld fo\:;:ge the 3- lgrun? || change! - [:x\‘t 07
no yes yes
no

report change!

.

report error!




Using Ansible on the client

We are using what we already know...

Why do I tell you something about Ansible?

* We also are providing Linux client installations ot Empa
« Allthough Ansible is used mainly for servers, we also use Ansible for clients
* We do a "pu“/]oco\‘—push"

Giltab

gt clone empa.cb/ulaun‘tu-io.o‘l.gﬂ;

localhost




Empa Linux clie

An Ubuntu 20.04 LTS configured by Ansible

Client roles for Ubuntu

« Active birectory En‘te_gm‘tion

* Kerberos

+ Look&Feel

* Security settings (SSH, ...)

+ Preinstalled soPtware (docker, ...)




Using Ansible properly

Having things automated with Gitlab is a wonderful experience

Beyonol that, we are using Gitlab and Docker to test our roles

Giltab Pipeline

Docker

Molecule test —_— [:ocker n Docker
Framework /

Ansible

Pytest




Any questions?




