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PSI Large Facilities (SLS, SwissFEL, SINQ, SuS,CHRISP...) - stackeholders
UserOffice (NUM) – proposal submission, evaluation, tools (DUO)
AIT - AD, Security 
AWI – services (storage, computing, nomachine, data transfer..)
GFA – beamline consoles, ssh-gateways

Changes made during last years in identity management by collaboration with
Markus Knecht (DUO) and Bjoern Abt (AD, Security) will be covered

Involved groups
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DUO Account



DUO Account (duo user)
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Self registration
For people who had nothing with PSI before (don’t have PSI account) – 
possibility to submit proposal for experiment
Lives in DUO database
Possibility to reset password by user (using provided mail)

What can be done with DUO account:
- edit/(re)submit proposal
- apply for badge/guesthouse
- after experiment: provide feedback, register publication
-* (if proposal accepted and experiment scheduled) PI can add PSI accounts 
to pgroup
-* (if associated ext- account) possibility to reset ext- account password

>28.000 DUO users registered



Experiment account (e-account)
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For each accepted proposal, beamtime is scheduled and unique e-account is 
created. This e-account is used to store data (to separate data of different 
experiments)
e-accounts were in a separate openldap server (made by Derek Feichtinger) and 
had simple passwords (based on PI name) and covered (needed by) SLS only

With introduction of Ra cluster(DaaS project, end user analysis service) – need to 
move e-accounts to AD to have link(pgroup) between PSI accounts and e-accounts 
Request from security: accounts in AD should have lifetime and stronger password

>11.000 e-accounts/pgroups currently (SLS, SwissFEL, SINQ, SuS) (used only at 
SLS) 



E-accounts tools
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https://epwd.psi.ch : service to get e-accounts passwords for members of pgroup 
and beamline people

https://epwd.psi.ch/


Group tools (pgroup, Ra, data transfer)
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Possibility for beamline people to give access to:
- experiment data (pgroup)
- Ra cluster (svc-cluster_ra)
- data transfer service (svc-data_ra)

(on request from beamline people, latter was added possibility for PI to add people
to pgroup)



PSI accounts
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Internal (PSI people) and external (“ext-”) accounts

Security requirements for PSI accounts:

 Password change every 6 months

 Lifetime (max 1 year) for “ext-” accounts (prolongation can only be done by PSI person)

 Access from outside of PSI – only with the PSI personal accounts (no e-accounts, no 
shared (gac-) accounts)  to Ra cluster for data analysis; to beamline consoles during data 
taking

 (new) enforced *FA (Authentication) for access from outside



PSI accounts (tools)
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PSI accounts (tools)
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PSI accounts (tools)
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Possibility to create ext- account by simplified procedure (information about user is 
taken from DUO-account registration; request to make account is made by beamline 
person (PSI))

Extended this functionality to CHRISP, SINQ and SuS Facilities

>2.000 ext- accounts created this way since 2017



Identity management (summary)
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Current identity management has logic and needed tools to function, but as 
result of evolution – heavy in understanding, not easy for support and use  

 SLS darktime is a possibility to simplify identity management (Marie @iCaSIT, 
Feb. 2023)

(replacement of duo account with federated ? DUO already supports Umbrella. 
Data transfer(globus part) is integrated with SwitchAAI(only internal psi 
accounts), which is planned to be replaced(AIT) with Switch EDU-ID))



DUO
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DUO is highly overloaded with the additional tools/features, compared to initial idea as 
proposal submission/evaluation system 

(not covered in this talk: allowance to mount sls storage via duo; steering of ssh-gateway  
for beamline/machine network)

As service accessible to external users (for proposal submission) – a potential threat 
(creation of personal accounts, steer allowance to use services; access to data, reset of 
PSI accounts password..)

SLS darktime may help to make DUO/Identity management better
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Wir schaffen Wissen – heute für morgen

Thanks for you 
attention
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