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HPC reference model

04.05.2023

NIST HPC System Reference Model:

• High-performance computing zone

• Data storage zone

• Access zone

• Management zone

Source: [1] High-Performance Computing (HPC) Security: 
Architecture, Threat Analysis, and Security Posture
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sciCORE architecture
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Three different environments:

• HPC cluster

• DMZ environment

• sciCOREmed (secure 

environment)

• Hardware in same physical 

location (NBZ)

• Network isolation



HPC security?!
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(CC BY-NC-ND 3.0) Author: Saario

• By definition HPC is open.

• Origins in Grid Computing

• Focus on usability and performance

• Implicit trust (shared filesystems)

• Software/hardware can be quite unique and not 

necessarily well maintained.

• Potential for sensitive data. Different security 

requirements.

• Systems evolve quickly

• Backups are difficult because of the volume of data



Payload
Only evidence was in one login node and one compute node
- "/etc/fonts/.fonts" - launches bash shell as root
- "/etc/fonts/.low" - wipes the logs

They were suid-root executable files.

Log records
Based on blacklisted IP addresses we searched logs (/var/log/secure) for the connection attempts:
Dec 7 18:34:11 login10 sshd[1298]: Did not receive identification string from 202.120.32.231 port xxx
Dec 7 18:35:26 login10 sshd[2720]: Accepted publickey for <userid> from 202.120.32.231 port xxx ssh2: RSA 
SHA256:QQjN1q/y3ODJ8JCemTSr1Z3NswtME41y1gepCanoLfM
Dec 7 19:06:15 login10 sshd[2741]: Received disconnect from 202.120.32.231 port xxx:11: disconnected by user
Dec 7 19:06:15 login10 sshd[2741]: Disconnected from 202.120.32.231 port xxx

Compromised user ssh key

/scicore/home/<group>/<userid>/.ssh/authorized_keys

ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAABAQDJvVDrBnb1yUSao8qiPSJFv8AEhR3cMFefvPUA5DdDF7Y2cl6WOMGo9J5YJCYydKHHyckoGFXdrWc9Cr7dG+VPQp3qqu
tPxw4HchOBvJiGjmz7v9zD32Yv07+c1/iR5nBw2mhaiWgmfhEEdIAph0UseI/mDvwezxDDjngZY8D1tP3NM67qqrlSVkk52y0ZFqJIpRxk1hPbkF9tyW1zqYD3
yujZty7WWkJdmbVdUEFCzNbBsKmAMYJLSPm4/WA//1nDHn78foKvDwAFeumvh5HwX/2qZmUR+PVReEqR8sdJt0tDG9o90Wkxv7 <userid>@xxx.yyy.zz

# ssh-keygen -l -f /scicore/home/<group>/<userid>/.ssh/authorized_keys

2048 SHA256:QQjN1q/y3ODJ8JCemTSr1Z3NswtME41y1gepCanoLfM <userid>@xxx.yyy.zz (RSA)

Security incident in 2020
Evidence
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Timeline of incident
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Discovery and 
communication

• Advise from CSCS received 14.5 2020. Information exchanged with stakeholders

• Main cluster analysed and two nodes identified with reported suspicious files

• Rest of the sciCORE infrastructures (sciCOREmed, Puma, DMZ) did not show signs of "infection"

• Communication with CISO of UniBasel, informing the Rektorat

Response

• Coordination with IT-S to close ssh traffic from internet

• Cluster shutdown including the external login nodes

• We created a fresh bastion host and regenerated sysadmin ssh keys

• All users SSH keys revoked in cluster and forced users password reset

• We informed IT-S and they checked managed Linux workstations based on information from us

Measures

• Security hardening roadmap

• Cluster reinstalled. ssh access restricted university network or VPN. New SSH key policy

• Generate key password and apply key revokation list

• No ssh to compute nodes. Login and interactive nodes mounted over NFS

• Wazuh installed on interactive and login nodes.

• Strict enforcement on sanctioning credentials sharing



Incident forced us to take security more seriously

Formulated objectives for a security expert:

• Maintain active knowledge of threats and best practices in IT security

• Develop incident management processes and coordinate response within the team and other 

university stakeholders

• Introduce necessary security tools, maintain internal documentation of IT security aspects

• Lead development and implementation of IT security processes, propose improvements

• Conduct internal integrated security reviews

After incident
Filling the security gap
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We defined following requirements:

• Ability to collaborate and communicate with stakeholders (users, colleagues, developers)

• Experience in firewalls, intrusion detection systems, data protection, vulnerability detection, 

penetration testing, system hardening

• Awareness of legal framework around IT security and regulation compliance

• Knowledge about monitoring, accounting and auditing

• Experience with Linux, basic programming skills, technical expertise with security tools

After incident 
Skillset of a security expert
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After Incident
Embedding security into sciCORE organisation
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sciCOREMed

sciCORE

• There was a need for recognition of security

issues at highest institutional level​.

• Missing processes around security

• We realised that sysadmins are not experts in 

security

• Even people have understanding and some

skills their main focus is not in security

• Implementing security policies and processes

requires a dedicated specialist​.

• A security engineer was hired in 2021 ​

Security engineer 2021



• Support for CentOS 7.9 expires June 2024.

• We picked out Ubuntu and Rocky Linux for evaluation:

• Ubuntu was chosen as new base OS for sciCORE.

CentOS end of life
OS evaluation
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Operating System​ Rocky Linux​ Ubuntu​

Based on​ RedHat​ Debian​

Hardware support​ 6​ 8​

GPFS support (Client)​ 8​ 8​

Realiability/Stability​ 7​ 7​

Support​ 0​ 5

Security​ 8​ 8​

Security Update frequency​ 4​ 9​

Experience​ 8​ 6​

Migration from CentOS​ 5​ 4​

Future of the OS​ 6​ 7​

Total​ 52​ 62​



• Automated security patches

• Up-to-date asset inventory

• Key-based SSH authentication; private keys are password protected for administrative access

• Two-Factor authentication for administrative access

• Host-based firewalling

• Host monitoring and intrusion detection (Wazuh)

• Regular backups; encrypted for sensitive data

Minimum Security Standards
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Disaster Recovery project

sciCORE
Center for Scientific Computing

13

Kick-off meeting: Nov.2022

Technical review meeting with IT-S: Dec.2022 and Feb. 2023

Report will be presented to scicore Steering Board in Mai 2023



Thank you
for your attention.

Thanks to sciCORE sysadmin team
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