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sciCOREmed Introduction

§ Operated by sciCORE

§ One of the three nodes of BioMedIT network

§ Built on OpenStack cloud

§ Security by design

sciCOREmed provides a secure platform to perform research with sensitive personal data
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https://scicore.unibas.ch/projects/scicoremed/



sciCOREmed Architecture
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Fog of More
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Fog of More



Fog of War
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“Nebel des Krieges”



Fog of More
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Cyber Defense
Security frameworks
Security tools and technologies
Vulnerability and exploit databases

Cyber Threat
Threat hunting
Threat Intelligence and sharing
Information feeds

IT Security Requirements
Risk management procedures
Compliance requirements
Regulatory mandates

Other Resources
Guidance and best practices
Benchmarks and checklists
Trainings and certifications

What to priori*ze?



CIS CriAcal Security Controls
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The CIS Controls™

Offense informs defense

Prioritization

Measurements and Metrics

Continuous diagnostics and mitigation

Automation

https://www.cisecurity.org/insights/blog/how-prioritized-security-controls-break-through-the-fog-of-more



CIS Controls v8
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CIS CSAT
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Inventory and Control of Enterprise Assets

[ Not an assessment of sciCOREmed ]



CIS ImplementaAon
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How do we implement CIS controls?



BioMedIT Security WG
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https://www.biomedit.ch/



Annual Security Roadmaps
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§ Achievements and overdues

§ Targets

§ PrioriGes

§ Deadlines



Security at sciCOREmed
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Security at sciCOREmed



sciCOREmed Security Architecture

May 4, 2023 sciCORE, SUDERSHAN Lakshmanan 14

Pu
bl

ic
 S

ub
ne

t
Admin
Host

SFTP

RDPOpen 
OnDemand

Slurm
Master

Compute
Nodes

Project 1

Project 2

Project 3

Encrypted 
Backups

Private Subnet

Storage System

Perimeter 
Firewall
(Tier I)

Internet

13 Network Monitoring 
and Defense

Network &
Host Monitoring

Ta
p 

In
te

rfa
ce

Asset & Vul. 
Management

1, 2 Asset Inventory

Vulnerability 
Scanner

7 Vulnerability Management

Osquery Agent

2 Software Inventory

Host Auditing & 
Central Logging

Monitoring 
Network

Wazuh Agent

8 Audit Log Management

3 Data Protection

(AES256 Enc.)

11 Data Recovery

HTTPS
(2FA)

SFTP
(2FA)

6 Access Control Priv. Subnet w/
Security Group (Tier  II FW)

4 Secure Configuration
Whitelisted 
sw repos
(only pull)



Network Security Monitoring
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§ A collection of open source tools with traffic monitoring, 

detecting, and alerting capabilities

§ Zeek for traffic monitoring

§ Snort and suricata for intrusion detection

§ Stenographer for packet capture

§ FleetDM/Osquery for device management

§ CIS control 13 - Network Monitoring
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Asset & Vulnerability Management
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§ AcGve asset discovery

§ AdministraGve asset data

§ Follows an inventory specificaGon

§ ConGnuous vulnerability scanning

§ CIS controls 

§ 1, 2 - Asset Inventory

§ 7 - Vulnerability Management

Assets

Vulnerabili-es



Host Monitoring
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§ Distributed deployment

§ A dedicated VLAN for tenant monitoring

§ Monitoring system calls - Auditd/Falco

§ Central logging system: 

§ tenant VMs

§ management machines

§ firewall logs

§ Vulnerability detection - not good

§ CIS control 8 - Audit Log Management

Wazuh 
Server ElasYc

Wazuh Agents
Monitoring 

Network



Security Training
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h"ps://www.biomedit.ch/home/outreach-training/training.html

§ Mandatory security training for BioMedIT users

§ RecommendaGons of how to work with sensiGve 

data and legal implicaGons

§ Staff training

§ CIS Control 14 - Security Awareness and Skills 

Training



PenetraAon TesAng
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§ Conducted by a third-party company

§ Both external and internal services

§ Security architecture review, review of firewall rules 

and exploitation

§ An isolated OpenStack tenant simulating real services

§ CIS Control 18 - Penetration testing



Ongoing/Future Work
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§ Vulnerability management - Rapid7 Nexpose

§ Asset management, patch management and min. security standards with Ubuntu

§ Adopting security controls to sciCORE HPC cluster

§ Falco for container runtime monitoring

§ Security Onion discontinuing support for Ubuntu, Wazuh and FleetDM/Osquery
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Ques%ons?



References & AddiAonal Resources
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sciCOREmed
https://scicore.unibas.ch/projects/scicoremed/

BioMedIT Security
https://www.biomedit.ch/home/biomed-it-infrastructure/security-resources.html

CIS Controls for Effective Cyber Defense
https://www.tml.org/DocumentCenter/View/71/The-CIS-Critical-Security-Controls-Effective-Cyber-Defense-PDF

CIS Controls v8
https://www.cisecurity.org/controls

Control Mappings and Policy Templates
https://www.cisecurity.org/insights/white-papers

CIS CSAT
https://www.cisecurity.org/controls/cis-controls-self-assessment-tool-cis-csat_pre
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