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Solution for running Cluster services at PSI: form a Merlin7 networke zone composed of CSCS
compute /storage resources and PSI service infrastructure

= minimal FW barriers between cluster services and compute nodes | storage
= must accept more rulrlcnve [FW barriers between PSI internal net and Merlin7 application
services and compute nod
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Network & Security

Access to PSI NetOps (https://netops.psi.ch/) to manage existing firewall rules, providing a good overview and easy management:

» Existing rules can be edited, will open a new internal ticket to the Network team.
« Existing rules can be (immediately) revoked.
* New rules have to be requested as usual (PSI Service NOW or network@psi.ch)
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= 172.30.102.175 (tmerlin7-cn0001)
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= 172.30.102.175 (tmerlin-cn0001)

Destination

any (to zone Intemet)

129.129.160.132 (winlic03)

10.129.160.96 (mcaubet-cluster)

10.129.160.98 (mcaubet01)
10.129.160.99 (mcaubet02)

DNS management through QIP (https://gip.psi.ch/qip)

* HPCE can manually manage DNS names (ALPS, Virtual Machines) — No RestFUL API enabled.
* Missing Dynamic DNS, mainly needed for K8s.
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Need for Automatic Certificate Management Environment (ACME) SSL Certificates to simplify certificates renewal
* K8s (Harbor, Rancher), Hashicorp Vault, JupyterHUB, etc.
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L:_— - TransAlps VM Cluster

* Dedicated cluster for TransAlps:
* Admin rights to manage Virtual Machines
* VM creation, deletion and update
* Snapshots management (default by any VM owner)
* Admin rights for Datastore
* VMs disks/files management
* Uploading ISO files possible (i.e. OpenSuse Installation Image)
* Virtual Machines:
* Most services installed with Central Linux Infrastructure (RHEL-based + Puppet)
* Optional - Extra provisioning with Ansible
* Examples: Morgana K8s, Hashicorp Vault, Syslog/Journald server, MariaDB
* Services closer to the cluster based on OpenSuse15.4 | 15.5 + Ansible
* Generic templates installed - first network setup required + ready to run Ansible
* Examples: Slurm core services, Test (VM-based) compute nodes and login nodes
* Repositories centrally managed by the Linux Team:
* Repository snaphots/tags
*  Other repositories included (currently NoMachine, CUDA)
*  Current repositories:
* https://repos.psi.ch/opensuse-leap15.3/ (to decommission)
* https://repos.psi.ch/opensuse-leapl5.4/
* https://repos.psi.ch/opensuse-leapl5.5/
*« Known Issues - Can't reproduce 100% the nodes in ALPS, but to have similar configurations:
« Different distros (OpenSuse vs SLES), different repositories.
* Examples: mounting Lustre with OpenSource client, HPC packages from OpenSuse, no Slignshot, no GPU.
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