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Issues @ ESA with legacy user management
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Users had multiple identity (Login/password)

User information was unstructured (any system had its
own different user profile structure)

user information was stored in multiple registries and
got unsynchronized and inconsistent.

User mformatlon was stored in unsafe reglstry




IM introduced in 201 |

® |dentity Management and the supporting AAl infrastructure
for the creation, maintenance, and utilization of digital
identities introduced in beginning of 201 | after an initial

study:

® |nitially based on Shibboleth | and then ported on
Shibboleth 2 (current baseline) with few extensions,

® C(Consist of:

° Redundant Identlty prowders (IDPs)
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IM Functions

® ESA EO IM includes processes for:

® Authentication — Single Slgn On for all Web applications
with inheritance of User community between SPs.

® Master SPs, Community SPs

® Authorization — exchange of attributes for granting user
access to resources with SP profile synchronization with |IDP.
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IM Functions

® ESA EO IM includes processes for:

® Credential Recovery: The user is able to self
recover a forgotten password autonomously:

® Based on Secret Question - Secret Answer

® Administration - Self users administration of key
prof ile information. More advanced admlnlstratlon
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IM Functions

® Secure Storage: storage of sensitive identity information
into secure registry (via encryption):

® Encryption keys owned by the IDP.

® Security Enforcement: password strong security enforced
upon registration and password management by the IDP.

° Auditing' auditing of user privileges, user access to

Wednesday, March 20, 13



IM Functions

¢ Authentication for Java Applications:

® |CL (Java Client Library) designed to offer an SSO API to
Java applications.

® The JCL component is like an encapsulated browser module with key

browser capabilities:

Interface the user for credentials exchange

Store and handle the cookies
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Short terms requirements

® Keep User registry smaller and manageable, minimizing administrative cost

® Enhance and streamline the EO User (Minimum) profile: necessary for
harmonization of EO applications and to support new SPs AuthZ:

Term & Condition acceptance for access to EO data sets
Quality of Service associated to users’ category to tune the resources availability

Opaque users’ identifiers to enforce privacy rules

Auditing and reporting about user access and resource utilization.

221y
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Medium terms objectives

® Access resources operated by different organization (.e.g.
EO SSO users accessing Nasa Resources)

® Create the foundation for |ldentity Federation:

® |[nternal Federations: to split/model ESA user
communities into smaller dedicate “domains” (i.e ESA

projects, ESA/EU projects)
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v (7] Root DSE (2)
v @ dc=esa(3)
v @ dc=sp(15)
@ de=cqc Community SPs
) dc=eodisp-prod
@ dc=eosupport
@ dc=ftpgateway
) dc=jas
@ dc=rsserdas
) dc=rssgeonetwork
@ dc=ssedds
@ dc=vadhol
Q dc=vadh02
@ dc=care Master SPs
Q dc=cds-oda-es
Q dc=cds-spci-es
@ dc=infeol
) dc=samplesp (1)
(] cn=abaldi
v & dc=system (1)
@ dc=transaction
v | @ dc=umsso (10000+)
¥ (= [1..100)

| en=abaldi

Attribute Description
lastLoginDate
loginCounter

uid

sn

cn

passwordState
userState
secretAnswer

mail
secretQuestion
objectClass
isAdmin
isEmailConfirmed
userPassword

5 DIT
¥ [Z] Root DSE (2)
v @ dc=esa(3) Community SPs
v @ dc=sp(15)
@ dc=cqc
) dc=eodisp-prod
@ dc=eosupport
@ dc=ftpgateway
@ dc=jas
@ dc=rsserdas
@ dc=rssgeonetwork
@ dc=ssedds
@ dc=vas4hol
Q‘ dc=vadh02
» @ dc=care (6894) Master SPs
» @ dc=cds-oda-es (792)
> @ dc=cds-spci-es (792)
» @ dc=infeol (320)
v@ dc=samplesp (1)
| cn=abaldi
> & dc=system (1)
v @ dc=umsso (10000+)

ME T N -1
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Value

2013-03-12 14:45:45

3

abaldi

abaldi

abaldi

active

active
bUk1SmlyMzZqWmVOZWFvY2dwRUpjdz09
c0JBV1IQdEJIMSUIHUMSHNDYXUKVYbXZKMGSvTTFUOVZNnMmNUT1RoT1d2Z3IXRWZWMOtpYIRBPTOie
¢jdGOEICeldpRzcOcm13VXUySEQxQTO09
umssoPerson (structural)

yes

yes

CRYPT hashed password

B cn=abaldi,dc=samplesp,dc=sp,dc=esa &3

DN: cn=abaldi,dc=samplesp,dc=sp,dc=esa

spField3
uid

sn

spid

cn
spField2
spFieldS
spField4
spFieldl
spField6
objectClass

Attribute Description

Value

2

abaldi
abaldi
abaldi
abaldi
Admin
Can Order
enabled
EO USER
Owner
spPerson (structural)

d Community SPs
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ESA Earth Observation Users' Single Sign On Registration

__| Registration form |

I'm already registered )

UM-SSO ID:

Secret question: [ Select secret question!

Answer:

Password:

Confirm password: Registration

Email:

QOOQOOO OO

Confirm email:
SSOID*: testregl

r‘m—' First name*:

Surname*:

Type the characters:
Email address*: ttest@eo.esa.int

Registration | !"You need to read and accept the ESA EO Customer Data Protection Policy before you can submit your registration.

Earth Observation User Services Privacy Statement

! = - = = H The purpose of this Privacy Statement is to inform users of the ESA Earth Observation (EQO) User Services web site
A Earth Observation Users SIngle S|gn On RegIStratlon (www.earth.esa.int) regarding what information might be collected about them when they register with the EO User

Services, how this information is used, if it is disclosed, and the ways in which ESA protects users' privacy.

__| Registration form |

General

I'm already registered i ) ) . ) )
Y reg [g The European Space Agency is committed to users' privacy. To better protect your privacy, we provide this Statement
explaining our on-line information practices and the choices you can make about the way your information is collected

and used by the ESA Earth Observation User Services. This Privacy Statement sets out how the ESA Earth Observation

[ P = FL I S By Ty S S e e B S SR S S S .

@ *1 hereby declare to have read and to agree with the above Policy.

Register I Reset I

An * indicates a mandatory field.

UM-SSO ID:

Secret question: ( Select secret question!

Answer:

Password:

Confirm password:

Email:

CARE - 3.2.0

QOO OQOQO OO

Confirm email:

Registration |

Type the characters:

Chained Users Registration
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FAQ

Lost user password

Enter your user id:

| Continue process

Lost Password

Mail has been sent to your e-mail address. Please check your mailbox in order to set your new password!

Back to the main page
D Single Sign On 2.1.3, 2011-10-14

- UM-SSO registration verification
- ' eohelp Andrea.Baldi 03/12/2013 02:24 PM

Show Details

Dear abaldi,

UM-sso Identification Provider registered a lost password request
from your UM-SSO account, in order to get a new password

please click on the link below or copy the below link into your
address bar of your web browser.

Please note that this verification link is valid only for 5 minutes!

https://eo-sso-idp.eo.esa.int:443/1dp/umsso2@/admin? fn=RXIWRHBKZ jNSSmVnUERjWEQzMGNYMDI@QXV2VFBjbDEie&act=VzZSYnVvTOVVK@ONIUXdBMDcrRHM3ZHBTNGZUeS9UMX|
LMHNhETERtU1d5UT@1ie&pars=azg50FBTdTRaSHNYNnhQcVIQ0VgwaDh2c2sxUURJZFU3UTNoZGerY@tJa3dFZWI sdnMRVCtZdzhwbUNXMG iei

Regards
UM-SSO administrator team
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FAQ You are logged in as abaldi

FAQ You are logged in as abaldi

\ctivate user acoount

Deactivate user account

Unlock user account

Change user password

- . Delete user account
Change secret question e en

\dd new user acocount

Change e-mail address

Modify user acocount
Delete current user account

Manage implicit bind relationships

Cie )
L'ﬂ“'_'” Change user password

Change secret question

Change e-mail address

ESA EO Single Sign On 2.1.0, 2011-05-10 Delete current user account

Sign ofl

Administration
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o-idp:/optipd-lo x | root@um-sso-idp:/etc/init.d ~ :
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nd -1 / it r7.py 1005/ care
0-1dp 1pd-log]$ ./audit _r7.py -u -1 -m -n -C logs/1dp-audiy Home cds-oda-es sn
?i:? parties cds-spci-es spid
S cac SpFieidl
eodisp-prod spField2
eosuppon spField3
fipgateway spField4
nfeol
spFieldS

jas v =
Sp 1]
rsserdas prieid

» @ rssgeonetwork uid
— @ samplesp audio

A businessCategory
) RHEL48_32 SHIB2 CLIENT R, BHEF48_32_SH|BZ_CL|ENT > - i —— P e ssedds carLicense

@ RHEL55_64_UMSSO2_IDP_LDAP ITTP_SAMPLESP ATTRE=** [ @ vaihol departmentNumber
@ RHELS5_32_SHIB2_SAMPLESP ITTP_SANPLESP_CATEGORY="" b @ vatho2 description
Other Linux 2.6.x kernel 2 ) o o '. . . e 7o S)’:1‘E':1: acion destinationindicator
@) RHEL48_32_SHIB2_TEST_SP - e BHTR ARSEETION Ofant aplesp. 60. 088, L0t _— tm,‘l ; displayName
@ RHEL61_64_SHIB2_SAMPLESP ‘ {TT?_SHIB_ASSERTION_COUNT="01* ‘ b SD _Faust -
= (_INSTANT #2013 -02 '_.“ s n n Bl e = }5uhm|tr r{osorr Ch

Connected To Tdap;//um-sso-idp.eo.esa.int8108"

Attribute synchronization: set VALUEI
Attribute synchronization: set VALUE2
Un-register

elyingPartyld
RECEIVED MTT?P MEADERS FROM IDP:
® 00 @ Virtual Machine Library

= = > & ([® &

Add Resume Settings Snapshots Delete

- TR AUTHNOONTE —_— \

sp:/opt/sso_checkpc«

[(.v:_:,

Ll
Done

| @ | [ [user@client~TCOMAUTO_| 4 JXplorer @ Mozilla Firefox

nt/shibboleth

= ] sa.int/registration Dec 18, 2012 7:14 PM
e - Dec 18, 2012 7:14 PM
Dec 18, 2012 7:14 PM

Dec 18, 2012 7:14 PM

Dec 18, 2012 7:14 PM

Dec 18, 2012 3:58 PM

Dec 18, 2012 7:14 PM

0 the /opt/sso_checkpoint/conf/spcert.pem file Dec 18, 2012 7:14 PM

o /opt/sso checkpoint/conf/spkey.pem. Dec 18, 2012 7:14 PM
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JCL Library for

& Catalogue t] Shop Cart [y User Set 4 'GIS Maps  Downloads

€ @& 4 - it L, Navigate s SetAra T Footprints >

(Application

UM-SSO Java Client Library

Query Mode:

Date: Area: Please enter your user name and password ¥y / Client ibrary core

- userame (I
D Date ) DateandTime O Rect password [N

From Center L
14-Jan-2011 & 0.00.00 Login) Product v
Yo Meight/W X A Y ) I A SAR_SP2_AB RCHI

12-Feb-2012 & 20037.08 [40074.16 | BAR 5”‘ AD Iy ®
~ SAR SP2 A0
« >

SAR SP2 AB
cevs e o en2 an  amean Visualizer Apache
0 SAR SAR_SP2_AB 1 httpClient

cs00 SAR SAR _SP2 A0
cs00 s SA SP2_AB g
10 Cs00 S S P2 _AD ARCEI

< > FPO®O

atitude +75°31" Longitude -64°46' Elevation -194 m Altitude 15000km

v
v
v
v
v
v
v
v

Application

Java Application (EOLI-SA)
.‘ .\\ _ UM-SSO Java Client Library

[Umsso Java Client Library

Apache HTTPclient 3.1

JDK 1.5
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USMP-PRD-2.01 On-line access to the Enhanced On-line Archive

ENV
SEP 2012

m JAN 2012

none

Number of EOA
Downloads

ENV

SEP 2012

FEB 2012

none

Number of EOA
Downloads

ENV

SEP 2012

MAR 2012
none

Number of EOA
Downloads

ENV

SEP 2012

APR 2012

none

Number of EOA
Downloads

ENV

SEP 2012

MAY 2012

none

Number of EOA
Downloads

ENV
SEP 2012

m JAN 2012

none
\blume of EOA
Downloads (GB)
ENV

SEP 2012

FEB 2012

none

\blume of EOA
Downloads (GB)
ENV

SEP 2012

MAR 2012
none

\blume of EOA
Downloads (GB)
ENV

SEP 2012

APR 2012

none

\blume of EOA
Downloads (GB)
ENV

SEP 2012

MAY 2012

none

blume of EOA
Downloads (GB)

id Collection Group EOA Download Collection EOA Download System

Mission ENV
Dynamic Esa
Month SEP 2012
EOA
load EOA Download T EOA Download
roup  Collection T Esa Month JAN 2012 FEB 2012 MAR 2012 APR 2012
User Category none none none none
Metri Number of EOA Volume of EOA Number of EOA Volume of EOA Number of EOA Volume of EOA Number of EOA Volumu
ericS  pownloads Downloads (GB) Downloads Downloads (GB) Downloads Downloads (GB) Downloads Downlo
33,755 1509.774 70,921 2528.624 87,220 6809.295 290,484 327¢
459,342 35722.467 694 936 83902.354 379,178 27730.696 452,373 241¢

EO Statistics

Wednesday, March 20, 13 17




