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Issues @ ESA with legacy user management 

• Users had multiple identity (Login/password)

• User information was unstructured (any system had its 
own different user profile structure)

• user information was stored in multiple registries and 
got unsynchronized and inconsistent.

• User information was stored in unsafe registry

• User information was exchanged un-securely

• Authorization across applications was impossible

• NO Single Sign On

• High operational cost to keep all under control
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IM introduced in 2011
• Identity Management and the supporting AAI infrastructure 

for the creation, maintenance, and utilization of digital 
identities introduced in beginning of 2011 after an initial 
study:

• Initially based on Shibboleth 1 and then ported on 
Shibboleth 2 (current baseline) with few extensions,

• Consist of:

• Redundant Identity providers (IDPs)

• Redundant Identity Registries (LDAPs)

• Multiple Service Provider (SPs) Check Points

• Is based on  a common “Minimal User Profile” derived from  
inetOrgPerson + a dedicated common SP profile for specific 
attributes.
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IM Functions

• ESA EO IM includes processes for:

• Authentication –  Single SIgn On for all Web applications 
with inheritance of User community between SPs. 

• Master SPs, Community SPs

• Authorization – exchange of attributes for granting user 
access  to resources with  SP profile synchronization with IDP.

• SOAP Interface to updates local SP profile attributes on 
IDP.

• Chained Multi Step Self Registration – Acquiring 
user’s identity information by IDP and SPs before issuing 
user credential.

• SP registrations chained to IDP registration
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IM Functions

• ESA EO IM includes processes for:

• Credential Recovery: The user is able to self 
recover a forgotten password autonomously:

• Based on Secret Question - Secret Answer

• Administration -  Self users administration of key 
profile information.  More advanced administration 
functions across the enterprise for IM administrators.

• User: Passwords, email, Question/Secret Answer

• Admin: all profile fields, and simple SP management
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IM Functions

• Secure Storage: storage of sensitive identity information 
into secure registry (via encryption):

• Encryption keys owned by the IDP.

• Security Enforcement: password strong security enforced 
upon registration and password management by the IDP.

• Auditing:  auditing of user privileges, user access to 
resources, resource utilization (on going).

• Reporting: reporting of  user information for statistical 
utilization via a dedicated  BI tool .

• Integration with Data Analisys  Tool for EO statistics
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IM Functions

• Authentication for Java Applications: 

• JCL (Java Client Library) designed to offer an SSO API to 
Java applications.

• The JCL component is like an encapsulated browser module with key 
browser capabilities:

• Interface the user for credentials exchange

• Store and handle the cookies

• Handle Redirections

• Handle Query/Response  to/from IDP & SPs

• AAI Easy Deployment:  Virtual Environment with  AAI 
infrastructure and IM template for SP. 
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Short terms requirements 

• Keep User registry smaller and manageable, minimizing administrative cost

• Enhance and streamline the  EO User (Minimum) profile: necessary for 
harmonization of  EO applications and to support new SPs AuthZ:

• Term & Condition acceptance for access to EO data sets

• Quality of Service associated to users’ category to tune the resources availability 

• Opaque users’ identifiers to enforce privacy rules 

• Auditing and reporting about user access and resource utilization.

• Enhance operator’s tools for supporting IM deployment and operations

• Allows even simpler integration and configuration of new EO Service 
Providers:

• Evolution of the Virtual EO SSO

• Simplify the exchange of metadata and configurations between parties.
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Medium terms objectives

• Access resources operated by different organization  (.e.g.  
EO SSO users accessing Nasa Resources)

• Create the foundation for Identity Federation:

• Internal Federations: to split/model  ESA user 
communities  into smaller dedicate “domains” (i.e ESA 
projects, ESA/EU projects)

• External Federations: with different  Space organization 
to interoperate and share accounts (e.g NASA, 
EUMETSAT, ..)

• To be compliant with EC rules for data protection and 
privacy
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Questions?
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Master SPs and Community SPs

Community SPs

Master SPs

UM-SSO

Community SPs

Master SPs
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Chained Users Registration

Existing User

New User
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Lost Password
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Administration
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Virtual EO SSO
• IDP & LDAP 

on same VM

• Samples SPs

• Clients & 
tools
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JCL Library for 
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EO Statistics
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