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Defining FIM as a Service 

•  Generic	
  package	
  for	
  enabling	
  federated	
  idenBty	
  
management	
  for	
  an	
  applicaBon,	
  services	
  or	
  whole	
  system	
  

•  Which	
  would	
  support	
  mulBple	
  technologies	
  for	
  SSO	
  
–  SAML	
  
– OpenID	
  
– WS-­‐FederaBon	
  
– Moonshot	
  
–  	
  …	
  

•  Package	
  as	
  
–  SoPware	
  packages	
  
–  CerBfied	
  VM	
  image(s)	
  
– Or	
  SaaS?!	
  DelegaBng	
  IdM	
  to	
  another	
  party	
  is	
  implicit	
  in	
  this	
  

•  Contrail	
  is	
  offering	
  one	
  approach	
  …	
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What is Contrail? 

•  Building	
  a	
  system	
  for	
  
federaBng	
  mulBple	
  cloud	
  
providers	
  

•  Support	
  for	
  OpenNebula	
  	
  
•  IaaS	
  but	
  also	
  	
  
•  ConPaaS	
  

–  Standard	
  offerings	
  like	
  LAMP	
  
–  Task	
  scheduling	
  

•  Federated	
  storage	
  GAFS	
  
•  Virtual	
  (secured!)	
  networks	
  
•  SLA	
  negoBaBon	
  
•  …	
  and	
  FIM	
  (STFC-­‐led)	
  
•  hip://contrail-­‐project.eu	
  	
  



Contrail and FIM 

•  Provide	
  federated	
  access	
  to	
  federated	
  clouds	
  
– PragmaBc:	
  use	
  (for	
  the	
  most	
  part)	
  exisBng	
  components	
  
– Need	
  for	
  standards-­‐based	
  components	
  which	
  interoperate	
  
– Promote	
  re-­‐use	
  by	
  modularity	
  and	
  SOA	
  

•  Federated	
  idenBty	
  
– Using	
  external	
  idenBty	
  providers	
  –	
  OpenID	
  
– Using	
  exisBng	
  idenBty	
  federaBons	
  –	
  Shibboleth	
  

•  Generate	
  internal	
  credenBal	
  
– Unified	
  credenBal,	
  independent	
  of	
  the	
  choice	
  of	
  external	
  credenBal	
  
– Using	
  short-­‐lived	
  X.509,	
  with	
  aiributes	
  

	
  



FIM as a Service 

• Modular	
  architecture	
  and	
  well-­‐defined	
  interfaces	
  are	
  
essenBal	
  to	
  enable	
  a	
  standalone	
  FIM	
  as	
  a	
  Service	
  
component	
  



More about Contrail: Delegation 

•  Needed	
  to	
  enable	
  various	
  actors	
  in	
  the	
  Contrail	
  SOA	
  to	
  act	
  
on	
  user’s	
  behalf	
  

•  “DelegaBon”	
  of	
  iden*ty	
  credenBals	
  not	
  authorisaBon	
  
– A	
  pragmaBc	
  approach	
  

•  Based	
  on	
  use	
  of	
  OAuth	
  2.0	
  
– Delegatee	
  obtains	
  permission	
  for	
  delegaBon	
  (access	
  token)	
  
–  Can	
  then	
  obtain	
  a	
  credenBal	
  (short-­‐lived	
  X.509	
  cert)	
  from	
  Resource	
  server	
  
–  Version	
  2.0	
  offered	
  alternaBve	
  flows	
  such	
  as	
  Client	
  Creden*als	
  which	
  makes	
  
it	
  more	
  flexible	
  

•  Scope	
  and	
  permissions	
  for	
  delegated	
  cerBficates	
  
– OAuth	
  centrally	
  controls	
  release	
  using	
  OAuth	
  client	
  id	
  and	
  access	
  token	
  
–  Pro:	
  prevent	
  “unauthorised”	
  delegaBon	
  of	
  credenBal	
  (but	
  not	
  GSI	
  deleg.)	
  
–  Con:	
  need	
  for	
  central	
  online	
  CA	
  (which	
  we	
  needed	
  anyway)	
  

•  Simple	
  RESTful	
  HTTP	
  interface	
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Contrail Services 1…n	



OAuth 2.0	


Resource Server	



Contrail Web Frontend	



FIM
	
  as	
  a	
  Service	
  Interface	
  

<<	
  O
Auth	
  >>	
  

FIM Interfaces 



OAuth and FIM Deployments and Plans 

•  CEMS	
  OGC	
  Web	
  Processing	
  Service	
  and	
  Web	
  Map	
  Service	
  
–  Web	
  service	
  wrapper	
  to	
  processing	
  algorithm,	
  delegaBon	
  is	
  essenBal	
  
–  The	
  original	
  moBvaBng	
  work	
  for	
  development	
  of	
  ndg_oauth	
  
–  CEMS	
  (facility	
  for	
  Climate	
  and	
  Environmental	
  Monitoring	
  from	
  Space),	
  Harwell	
  UK	
  
–  Python	
  implementaBon	
  

•  CLARIN	
  project	
  
–  At	
  MPI	
  the	
  soPware	
  is	
  being	
  used	
  to	
  integrate	
  some	
  tools	
  in	
  the	
  CLARIN	
  
infrastructure	
  

•  EUDAT	
  project	
  
–  Re-­‐using	
  Contrail	
  framework	
  
– Need	
  to	
  support	
  both	
  OpenID	
  and	
  Shibboleth	
  
– Also	
  OAuth	
  for	
  ORCID	
  support	
  
– Need	
  for	
  robust	
  and	
  resilient	
  services	
  
– Need	
  to	
  support	
  "long	
  tail"	
  researchers	
  (who	
  are	
  not	
  affiliated	
  to	
  an	
  
insBtuBon)	
  

	
  



CEMS Deployment 



CEMS Deployment 



CEMS Deployment 



Contrail OAuth Demo 

•  Contrail	
  partner	
  XLab	
  (SME	
  based	
  in	
  Slovenia)	
  have	
  
developed	
  Java	
  OAuth	
  2.0	
  and	
  SAML	
  2.0	
  
implementaBons	
  

•  (Also	
  tested	
  pySAML	
  and	
  SimpleSAMLphp)	
  
•  file:///Users/philipkershaw/Documents/Federated
%20IdenBty%20Workshops/PSI/OAuthDemo.swf	
  



Future directions 

•  Improve	
  reuse/sharing	
  of	
  code	
  as	
  much	
  as	
  possible	
  
•  No	
  single	
  technology:	
  

– Mix	
  of	
  OAuth,	
  OAuth2,	
  SAML,	
  OpenID,	
  X.509,	
  Moonshot	
  
– Maybe	
  not	
  all	
  will	
  survive	
  but	
  we	
  will	
  have	
  more	
  than	
  one	
  
– Need	
  to	
  support	
  “long	
  tail”	
  (eg	
  individual	
  researchers	
  at	
  home)	
  

•  Beier	
  understanding	
  /	
  use	
  of	
  LoA	
  
•  (Plea:)	
  Improve	
  airibute	
  handling	
  (negoBaBons),	
  for	
  
authorisaBon	
  

•  Support	
  individual	
  data	
  protecBon	
  and	
  control	
  of	
  data	
  


