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Challenges

The goal is to improve the research and operations activities of NEMO at 
University of Freiburg, sciCORE at University of Basel and at University 
of Strasbourg.

- Collect HPC logs
- Ensure that the data follows the FAIR (findable, accessible, 

interoperable, and reusable) data principles
- Legal compliance with EU, CH, G, F data and privacy protection laws
- Data analytics

The outcome will be solutions for improving the HPC operations and 
research of three Eucor HPC centers, and satisfy the data protection and 
privacy requirements.
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Monitoring
• At sciCORE: monitoring since April 2018

• 500GB of (compressed) data

• Estimated > 10TB uncompressed data



Monitoring HPC Logs
• Data is collected on every node

• Periodically copied to a dedicated storage

• System logs (connection attempts, commands, deamons, services…)

• Sensor data (temperature, fan speed, CPU frequency, memory errors 
and many more depending on availability on the node)

• Personal data (name, access times, location, research, …)
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FAIR Data
«Ensuring that the HPC monitoring data follows the findable, 
accessible, interoperable, and reusable (FAIR) data principles.»

Main challenges DA-HPC-OR:
• Ensuring access to the data by the project members (findable, 

accessible)

• Achieving meaningful integration of the various types and 
format (interoperable and reusable)

• Project members in three countries (Germany, Switzerland, 
France)

• Requires legal compliance



Which data protection law is applicable?

● Applicability of the Swiss Cantonal Data Protection Law = Information and Data Protection 
Act of the Canton Basel-Stadt (IDG – Informations-und Datenschutzgesetz des Kantons 
Basel-Stadt)

● Swiss legislation shall be compliant to EU-legislation: GDPR must be taken into account

13- 7

When data protection law is applicable?



Data protection law (EU, CH, G, F) provides facilitated conditions for the 
processing of personal data for scientific research purposes

Requirements:
● Processing of personal data not related to specific persons: knowledge/information from data 

does not specifically target one particular individual but refers to information from data as a whole

Make sure that monitoring of systemlogs, as long as it refers to personal data, targets only the
purpose of analyzing and understanding the HPC systems (no permission to use personal data that
will be discovered by the monitoring for different purposes).

● Planned scientific research with a purpose performed with scientific methods

Knowledge gained by monitoring and analyzing the systemlogs must be “new” and must be based on 
scientific methods.

● Processing is in the context of public duties

University has the duty to conduct research?
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Which data protection requirements will be facilitated if data processing is 
for research purposes?

● Alleviates purpose limitation:
Allows further processing of existing personal data for the research

● Alleviates consent
In Basel-Stadt public bodies may process personal data without consent if the processing refers to a 
performance of a public duty. University = public duty to do research?
GDPR: consent will be basically needed even for scientific purposes but facilitated consent if it is not 
possible to fully identify the purpose of personal data processing for scientific research at the time of 
data collection

● Alleviates storage duration
Data needs to be stored for the purposes of scientific research.
GDPR: allows to prolong the storage exceeding the appropriate duration of processing individual data

● Processing of sensitive personal data
Swiss law: requires a strong explicit permission
GDPR: The basic prohibition of processing sensitive data provides an exception for scientific research

13- 9



Core Problem (in EU, CH, D,F): duty to anonymize or pseudonymize 

personal data as soon as it is permitted by the research purpose.

● In Basel-Stadt: anonymization from the beginning on is required 

At least pseudonymisation is necessary if the research purpose can be achieved, or prove that the 
research purpose cannot be achieved otherwise

GDPR: anonymization is required as soon as the research or statistical purpose allows, unless this 
conflicts with legitimate interests of the data subject.

● No use of personal data for a person related purpose
Once processed the personal data for research purposes it is not allowed to process these data again for a 
particular purpose relating to an individual person or transfer these data to another public body for 
allowing them to use this data for an particular purpose relating to an individual person.

● Publishing of research results
Basel-Stadt (Swiss cantonal law): publishing of results in a manner that identification of (the) person(s) is 
not possible

GDPR: publishing of results only if the person concerned gives her consent or if doing so is 
indispensable for the presentation of research findings on contemporary events.
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De-identification and anonymization



De-identification and anonymization

[Adapted from: Opinion 05/2014 on Anonymization Techniques, Art. 29, Data Protection Working Party, 0829/14/EN, WP216.]
[Source: Assessing Data Usefulness for Failure Analysis in Anonymized System Logs, S. Ghiasvand, F. Ciorba, ISPDC 2018]

50 most frequent log event patterns derived from 90+ % of all syslog 
entries.



De-identification and anonymization

[Adapted from: Opinion 05/2014 on Anonymization Techniques, Art. 29, Data Protection Working Party, 0829/14/EN, WP216.]
[Source: Assessing Data Usefulness for Failure Analysis in Anonymized System Logs, S. Ghiasvand, F. Ciorba, ISPDC 2018]

# Message Hash key Category

1 (siavash) CMD (/usr/bin/check >/dev/null 2>&1) a8848910 66dc2742

2 (florina) CMD (/usr/lib32/lm/lm1 1 1) 10a31145 66dc2742

3 (siavash) CMD (run-parts /etc/cron.hourly) a6a420a6 66dc2742

4 starting 0anacron 47c6b01d dd740712

5 Anacron started on 2018-01-30 bd94c195 e5a59462
6 Jobs will be executed sequentially f1e7eac3 f1e7eac3
7 Normal exit (0 jobs run) e46c1bdb eac7924f
8 finished 0anacron 76690e70 a5803a8a

9 (siavash) CMD (/usr/lib32/lm/lm1 1 1) bacc6097 66dc2742

10 (root) CMD (/usr/lib32/cl/cl2 1 1) eefabc01 66dc2742

11 (root) CMD (/usr/lib64/lm/lm1 1 1) 4237ce2c 66dc2742

12 (siavash) CMD (/usr/bin/check >/dev/null 2>&1) a8848910 66dc2742

13 (florina) CMD (/usr/bin/run >/dev/null 2>&1) 8470df87 66dc2742

14 (siavash) CMD (/usr/bin/exec >/dev/null 2>&1) dd0e4a50 66dc2742

15 (siavash) CMD (run-parts /etc/cron.hourly) a6a420a6 66dc2742

16 starting 0anacron 47c6b01d dd740712

17 Anacron started on 2018-01-31 d414932d e5a59462
18 Jobs will be executed sequentially f1e7eac3 f1e7eac3
19 Normal exit (4 jobs run) 0c3b639c eac7924f

20 finished 0anacron 76690e70 a5803a8a

(Stronger) aggregation by substitution



De-identification and anonymization

[Adapted from: Opinion 05/2014 on Anonymization Techniques, Art. 29, Data Protection Working Party, 0829/14/EN, WP216.]
[Source: Assessing Data Usefulness for Failure Analysis in Anonymized System Logs, S. Ghiasvand, F. Ciorba, ISPDC 2018]



Summary and Next Steps

Monitoring
• Extract and classify the data (+interoperability, +reusability)
• Ensure that the data is FAIR (+findable and +accessible)

• Comply with CH, G, F, EU data and privacy protection lwas

De-identify and anonymize the data
● Required by law (with some exceptions)

Next: FAIRU Data Analysis
● Predict failures
● Identify misuse of the system


